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17 FCBHIC

1 RRL®HIC

CDOIYZa7IE. wolfSentry ICHAIA FNT-RABHFRES X T L (IDPS) OFEMiHC R LTENNT
WE T, wolfSentry Z#85 L THItA T 255 aHPAL . HBEA 72 3>, HeE. BiEEORIL. HR— b4
COBIEZRHTELET,

1.1 wolfSentry %:®&.3I2H

wolfSentry i&. 4 XUV —XDF—N—Ay FOBEA THBICBETITH. HAAADZ—XIZXL
TIEEIZH8 /172 IDPS TY, # wolfSentry DEJL R

wolfSentry [3BHEMEZ RFBICBEVTERINTE D, BE. FLALDYRATLTHEICERTESZ1ET
T, LB wolfSentry DIERICEENH 35E1E. BERBRCYR—F TJx—FLZBLTHR—bZEXK
HTL TV, (https://www.wolfssl.com/forums) F 7zl support@wolfssl.com ¥ TEZRSBLEHE
<FETLY,

1.2 wolfSentry ¥ =X 11— FDOM{§

wolfSentry D&E&FH/N— 3 ik, wolfSSLWeb 1 k5 ZIP 771 )LE L TH U YO—RTEEY,
https://wolfssl.jp/download/

ZIP 774 )W >O— R L6, Tunzipy ARV RZERALTI 7ML ZBRLE T, X1 T1 70T
KEFRATBICIE unzip ZERAT2581F. -a BHFEZBMILET, unzip DY Za7IL R—=IH5,
-a BERF DORREEIIRD L S ICERBAT N TWVWER T -

_AFATIIAEFERTRE. ZipICL>TTFFRIN T7AILE LTHEBEINS 7 71 )L (zipinfo
JZ LT Thy TlEAHL< Tty SRIUAMTVWTWEZ 7 7)) B EBINICHHIN. TR, 7740
IR TYFE. BIUOXEDNERINE T, BDEIHLCTERELEF T, UR R b TlEHL) ZD
S ICEFMICHEIN. TREZ#EL,. end- 77MIILDOXF L. HEICHELTXFEEY B
& [...]

1.3 &7ERIE

77 )L D EIL R Tl wolfSentry 1& POSIX 7 > & 1 L fHZE—7 704 — 4. clock_gettime. stdio.
YT 4. BLUOXFFHAPLICEKEFEL TWET, 2L ThoD&ERRIG. SETXREILRROA T
3V TRBTEERT, KIC. ROEBEEZAVD L !

make STATIC=1 SINGLETHREADED=1 NO_STDIO=1
« EXTRA_CFLAGS="-DWOLFSENTRY_NO_CLOCK_BUILTIN
< -DWOLFSENTRY_NO_MALLOC_BUILTIN'

DEOEANLRXFZFIEBE DA ICKTET S libwolfsentry.a #ERBL £, XIS, 7AT—R RO I—
JLNw &% wolfsentry_init() ICES T3 wolfsentry_host_platform_interface #1&E(KIC RET 2 HEH
HOFETI,

1.4 ELFETRE

GNU Make ZHR—bT23 TS5y b T +—LTIE make ZEITT L. BELHD wolfSentry BEJL K
INET OTZY T H—LTIE stc T4 LT MIEZD jsonB T T LI RMIICHBZCT7A
WEFRLTIAYNRTILTZHBELRHD 7,

TAN ZA—FrEEIILRLTRERITTSICIE. make -j test £7zld make V=1 -j test ZFFEMICFERT
X9,
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14 EILRECTXbE 1 [ EC&®IC

141 ELVFFTSay

make ICEBIITE B3V DD DT ZT e AvA— T 70ILETIL CFLAGS DWINHTEIL RBFDESR
Y LTERINZ 7500 HDET, make 755 % ERTBICIZ. UTEFERATETET,

make SINGLETHREADED=1 EXTRA_CFLAGS='-DWOLFSENTRY_NO_CLOCK_BUILTIN'

hsiE. EJL RERIC wolfSentry B EJL R &3 wolfsentry_options.h 7 7 A ILICRESNE T,
make ZEAL TLWAWERIF. ROT>FL—brZFERALTIOIT 7ML EERTE XY,

#ifndef WOLFSENTRY_OPTIONS_H
#define WOLFSENTRY_OPTIONS_H
#endif

RORIC. AIEBA T a>vERLET,
| make 7> 3> | A |

|

| |
SHMA7 make BT |

| V']
|| B X I make V=1 -j test| | | USER_MAKE_CONF | &% 31— —E&®D Makefile | || HI X
make -j USER_MAKE_CONF=Makefile.settings | | | SRC_TOP | V—X d—FD®REMUTsL 7+

) (F7 4L k& Tpwd -P1 ) | | | BUILD_TOP| BIDIBAT (V=R VU —DABE Y T T Lo b
MAICT7—T4 7720 bZFERLTEILRTS | || flZIE make BUILD_TOP=./build -j test| || 7
Ny T | ERTZAVNAZ TNYYT 739 (F7AI NS -ggdb) | | | 7T« L | EFRTZA T T+
RAY 755 (F 74 MiE -03) | | | C_WARNFLAGS | AT 3EE 7S (T 74k " 281) | | |
NO_STDIO | 75w b7 #—LIC TSTDIOJ H'é D £t A | | | NO_JSON | JSON #EHHR— k& Q> /XA
JLLABRWTLEEW | | | USER_SETTINGS_FILE| 4 > I)L—R$ZBMDAYZ—T7CIL | || >>
TUAYR | VT ALY ROFERICALY R £—7 3 >T70 2 X%ZERALAEV | || BIZIE make
-j SINGLETHREADED=1 7 X & | | | M0 | BBBINAFUEEIRTS | | | RITFWSNT | TNYT &
VRILDINA T %ZHIBR | | | BUILD_DYNAMIC | BIl9S 1 75 485 | | | VERY_QUIET | JEEICERD
BREILREZEMZTS | | | TAR | make dist @ GNU tar /N1 F1JAD/N X, macOS Tl gtar ICFRE

TRARERBODET || | N—2ay | AVNALTEIN—aVES (T 74 MNE 2 Z8E8) |

7Oty o0 BrLz]

WOLFSENTRY_NO_STDIO FS5w kT #—LALIC TSTDIO) BB O FHA

WOLFSENTRY_NO_JSON JSON Y R—bZEZIVNTIILLAEVWTL T
LY

WOLFSENTRY_USER_SETTINGS_FILE AN —RTBEMDODANYSE— T71I)

WOLFSENTRY_SINGLETHREADED UL ALy ROFERICALY R £—7 €7
T U R%=FERLARL

CENTIJSON_USE_LOCALE JSON N\—H—i307 — L IKIEFZOXFEEFERT 3
WMERHDFT

WOLFSENTRY_NO_PROTOCOL_NAMES BR770Lo7ORJLEADOYR— FEEMIC
g3

DEBUG_JSON JSON /X—H—IZF /N printf() %E/0

WOLFSENTRY_NO_ERROR_STRINGS IS—XFHEEADIS— I—REEMCTS

WOLFSENTRY_NO_MALLOC_BUILTINS HHAIAFHD malloc B = EIC TS

"_Wall -Wextra -Werror -Wformat=2 -Winit-self -Wmissing-include-dirs -Wunknown-pragmas -Wshadow -
Wpointer-arith -Wcast-align -Wwrite-strings -Wconversion -Wstrict-prototypes -Wold-style-definition
-Wmissing-declarations -Wmissing-format-attribute -Wpointer-arith -Woverlength-strings -Wredundant-
decls -Winline -Winvalid-pch -Wdouble-promotion -Wvla -Wno-missing-field-initializers -Wno -bad-
function-cast -Wno-type-limits & U GCCHERAINTVNIHEIE. -Wjump-misses-init -Wlogical-op DEBIT S
IHMERETNE Y,

2VERSION ¥ LTES:= $(shell git rev-parse --short=8 HEAD 2>/dev/null || echo xxxxxxxx)$(shell git
diff --quiet 2>/dev/null | | [ $%$? -ne 1 ] || echo "-dirty")
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14 EILRECTXbE 1 [ EC&®IC

7oty o0 R

WOLFSENTRY_HAVE_NONGNU_ATOMICS 7 k= wI3IE GNU T (SINGLETHREADED H'
BMESNTLAGBRIIERINET)

WOLFSENTRY_NO_CLOCK_BUILTIN Bulitin BB EFERA LRV TLL TV

WOLFSENTRY_LWIP wolfSentry & BSD V7 v b Tld7 < LWIP o xt
LTHEEINTUVETY

FREERTOS FreeRTOS H7R— kTEIL R

142 ELFFTSa>anfl

AMDEIL RIZFAD SIEBEDIZARICA VA F—ILLE T,

$make BUILD_TOP=./build INSTALL_DIR=/usr INSTALL_LIBDIR=/usxr/lib64 >R k—JL
libwolfsentry.a ZEIL R L. TETERTF A — (XEVELRXL W Rvalgrind &V =218 — F
ArDTZILNYTU=FTDTRb):

$make -j check

RILFRL Y REHR— I libwolfsentrya ZEJLRLTTXMLE T,

$make -j SINGLETHREADED=1 test

ZOMDOERRIEER make 7 5 (&, TSTATIC=11 . TSTRIPPED=1; . [INO_JSON=1] . &
TNO_JSON_DOM=1). & &L TDEBUGI. TOPTIMI. &L TC_WARNFLAGS] DT 7 #JL ME BRI A
—N\N—Z1RITBHTETET,

dA—H—iZ D makefile U 7> TN EFEBLTEIR L. T74IEEA—N—F1FLET,
$make -j USER_MAKE_CONF=Makefile.settings

(Makefile.settings IZi&. OPTIM := -0s D& S HBEMARELZ DD ENTETET, BMDRA
CHREANDZALZET. EBH% makefile 3—R),

HEGROBRNTROBEMAZIATIVZBELET,

make -j SINGLETHREADED=1 NO_STDIO=1 DEBUG= OPTIM=-0s
« EXTRA_CFLAGS="'-DWOLFSENTRY_NO_CLOCK_BUILTIN -DWOLFSENTRY_NO_MALLOC_BUILTIN
<»  -DWOLFSENTRY_NO_ERROR_STRINGS -Wno-error=inline -Wno-inline'

I—H-HREZFEALTELRELUTIMLET,
$make -j USER_SETT

[the wolfSSL repository] (https://github.com/wolfSSL/wolfssl) T.

< "WOLFSSL_WOLFSENTRY_HOOKS® T# —hkdMN7: “wolfsentry/test.h”™ OI—RZHEBLT
< <T£Z_k\/\o

“wolfsentry_store_endpoints() . "wolfSentry_NetworkFilterCallback() .

o “wolfsentry_setup() . & U tcp_connect_with_wolfSentry() o ROI—KFHBEL
5 TLTIET L.

“examples/server/server.c® ¥ “examples/client/client.c” (&

< "WOLFSSL_WOLFSENTRY_HOOKS™ T# —hk3ENTWZXEY, “configure

< --enable-wolfsentry™ Zf#ERALTEIRLZET,

wolfSentry id. H&U wolfSentry MIFAZEDIZAICA VX b—ILETNTVBIHEIE.

< --with-wolfsentry=/the/install/path’ ZfHALF*Y. wolfSSL ¥Rk

9547 MY —=N—F. I—H—1ZHD wolfSentry JSON B TO—RTEFXY,

COPYRIGHT ©2024 wolfSSL Inc. 5



1.5 wolfSentry DT> 7L 70T 3 L 1 oI

ARV RZAUD 5, " --wolfsentry-config <file>" %{ERAL To

"7 sh

$ ./examples/server/server -b -i

wolfSentry got network filter callback: family=2 proto=6 rport=52666

« 1port=11111 raddr=127.0.0.1 laddr=127.0.0.1 interface=0; decision=1
< (ACCEPT)

SSL version is TLSv1.2

SSL cipher suite is TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

SSL curve name is SECP256R1

Client message: hello wolfssl!

$ ./examples/client/client

wolfSentry callin from tcp_connect_with_wolfSentry: family=2 proto=6
o rport=11111 lport=0 raddr=127.0.0.1 laddr=0.0.0.0 interface=0; decision=1
< (ACCEPT)

wolfSentry got network filter callback: family=2 proto=6 rport=11111 lport=0
< raddr=127.0.0.1 laddr=0.0.0.0 interface=0; decision=1 (ACCEPT)

SSL version is TLSv1.2

SSL cipher suite is TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

SSL curve name is SECP256R1

I hear you fa shizzle!

1.5 wolfSentry D> FINTOIF L
> 7N TF0OT 5 Lk wolfSentry rero. <wolfSentry root>/examples (ZHD FT,

1.5.1 wolfSentry IwIP Echo X k

CNIBEBICERNEBTE 7 SUT—23>THO. Docker ED PCAP ZNAL T IWIP X2y U T
wolfSentry ZfEF L. EEESNHDZIARNTITI—LFT, wolfSentry IF. TR TERIN3 DD
Docker / —REFERALTTANTCEZSESERRATOMS T4 v 0% TANRI VT LET,

1511 FHRERMEF ZOF X M Linux £71E macOS TETT B3 LSICH A INTULETH. Windows
THEET BT TT, AV 2a—R—ICRDIDHRA VA F=ILTNTVWIRELRDHD T,

+ Docker - https://docs.docker.com/get-docker/
+ docker-compose - https://docs.docker.com/compose/install/

1.5.1.2 EFHRO Y=/N— XOITY>VRIEF. TAMEcho b —N—%#EBEL. 3D2DFTRX+ /—ReH
IcnzEs L £,

sudo docker-compose -f docker-compose.yml up --build -d
MUTFZFERALT. Echo b —N—DOJZEHFTITHT,

sudo docker-compose -f docker-compose.yml log -f
TARDOERTHRIE, O ZRITLAEFHRICLTELZLZEB8MOHLET,

1513 FXFb

COPYRIGHT ©2024 wolfSSL Inc. 6
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1.5 wolfSentry DT> 7L 70T 3 L 1 oI

151131 /—=FADF7ItRX BETZ3201—H— TR+ /—FDBHDEY, Th5IE linux-
lwip-tester?-1 LWSHREIT, 2 I 1. 20 £72lE3 T, > FI7OJ 5L L Ttester2 (COJ o
>3 BICIE

sudo docker exec -it linux-lwip-tester2-1 /bin/sh

1.5.1.3.2 PingTAbF UTZFEALT. FED/—FH 5 ping ZRTTEXT,
ping 127.20.20.5

FRE— J—R1EEL. 7XL— 2IZ ICMP ping TIEBEIN. 7XL— 31E MAC 7 RL X TIEER &
NEY, chiFOJENICKRBRENZET,

15.1.3.3 EchoTXbF LUUT%ZFEALT. FED/ —RFH5EHETETET,
nc -v 172.20.20.5 11111

FRAMBEAD ./ — R 2IFBIMEL. netcat #—ZFILICAD LTRBIZIARTH —/N— OFJICERINE T,
FRA—1IZTCPIEHRTIESE TN, TXAX—3IFMACT7RLRATETEINET,

15.1.4 /—FOA

1.5.1.41 IO—H—)—

« IP 7R L X:172.20.20.3(/ —FK)172.20.20.5(Z3— 7Ot X)
e MAC 7KL X:de:c0:de:01:02:03

IO— TR 7OLRFID/ —RHSETINPCAP L IWIP ZfEMA L TEED T X MAIZ127.20.20.5
DFIP ZER L £

1.5.14.2 FRXA2—1 XIP7RL X :172.20.20.10* MAC 7 KL X: de:c0@:de:03:02:01

TR —=FZAME D/ —RH echoserver / —RIZ ping ZRITTEZLSICHEBRINTLETHN
NV RS TATRICTCP FHHRNZITANSNEE Ao

linux-lwip-tester1-1 B4 O Hl:

$ sudo docker exec -it linux-lwip-testerl-1 /bin/sh

/

PING 172.20.20.5 (172.20.20.5): 56 data bytes

64 bytes from 172.20.20.5: seq=0 ttl=255 time=193.580@ ms
64 bytes from 172.20.20.5: seq=1 ttl=255 time=25.759 ms
64 bytes from 172.20.20.5: seq=2 ttl=255 time=62.264 ms

---172.20.20.5 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 25.759/93.867/193.580 ms

/

ACpunt!

/
linux-lwip-echoserver-1 A% DOHl:

// Accept PING
linux-lwip-echoserver-1 | Ping accepted from 172.20.20.10

COPYRIGHT ©2024 wolfSSL Inc. 7



1.5 wolfSentry DT> 7L 70T 3 L 1 oI

linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
<~ succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01
linux-lwip-echoserver-1 | PING Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Ping accepted from 172.20.20.10
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01

// Reject TCP

linux-lwip-echoserver-1 | Sentry rejected connection from: 172.20.20.10
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01

linux-lwip-echoserver-1 | Incomming connection from: 172.20.20.10
linux-lwip-echoserver-1 | TCP Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1064

linux-lwip-echoserver-1 | Sentry rejected connection from: 172.20.20.10

15143 FTRAZ=—2 XIP7KLX:172.20.2020* MAC 7 RL X: de:c0:de:03:02:02

TR )—=FZAME SO/ —FHRITO—H—N— /=R ping ZXETEDZ2TAOVITBELIICHE
RENTVWEIA TCPERUINY P A IRICRIFANSNE T,

linux-lwip-tester2-1 04 D Hl:

$ sudo docker exec -it linux-lwip-tester2-1 /bin/sh

/

PING 172.20.20.3 (172.20.20.3): 56 data bytes

64 bytes from 172.20.20.3: seq=0 ttl=64 time=0.230 ms
64 bytes from 172.20.20.3: seq=1 ttl=64 time=0.608 ms
64 bytes from 172.20.20.3: seq=2 ttl=64 time=0.323 ms

--- 172.20.20.3 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.230/0.387/0.608 ms

/

PING 172.20.20.5 (172.20.20.5): 56 data bytes

AC

--- 172.20.20.5 ping statistics ---

3 packets transmitted, @ packets received, 100% packet loss
/

172.20.20.5 (172.20.20.5:11111) open

hello

AC

/
linux-lwip-echoserver-1 O2 OAl:

// Accept PING
linux-lwip-echoserver-1 | Ping accepted from 172.20.20.10

COPYRIGHT ©2024 wolfSSL Inc. 8



1.5 wolfSentry DT> 7L 70T 3 L 1 oI

linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
<~ succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01
linux-lwip-echoserver-1 | PING Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Ping accepted from 172.20.20.10
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01

// Reject TCP

linux-lwip-echoserver-1 | Sentry rejected connection from: 172.20.20.10
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1107

linux-lwip-echoserver-1 | Sentry accepted MAC address DE:C@:DE:03:02:01

linux-lwip-echoserver-1 | Incomming connection from: 172.20.20.10
linux-lwip-echoserver-1 | TCP Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1064

linux-lwip-echoserver-1 | Sentry rejected connection from: 172.20.20.10

15.1.44 FTAR—3 XIP 7KL X :172.20.2030* MAC 7 RL X: de:c0@:de:03:03:01
YR —FRIME COMACTRLADSD RS T4 v I ZIETTILSICEEINATVET,
linux-lwip-tester3-1 042 D Hl:

$ sudo docker exec -it linux-lwip-tester3-1 /bin/sh

EING 172.20.20.5 (172.20.20.5): 56 data bytes

—f— 172.20.20.5 ping statistics ---

3 packets transmitted, @ packets received, 100% packet loss
éc: 172.20.20.5 (172.20.20.5:11111): Host is unreachable

linux-lwip-echoserver-1 % Dfl:

// Reject PING

linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116

linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116

linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116

linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01

// Rject TCP

linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116

linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01
linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116

linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01

COPYRIGHT ©2024 wolfSSL Inc. 9



1.6 wolfSentry STM32 LWIP O > )L TF0OT 5 L 1 oI

linux-lwip-echoserver-1 | MAC Sentry action returned code @ (OK, operation
< succeeded), src 4 (routes.c), line 1116
linux-lwip-echoserver-1 | Sentry rejected MAC address DE:C@:DE:03:03:01

1515 Sy b9y UTEERFTLT /—REEFEELTIV—>TFyvITTEZFT, CNICELD. &
By hT—UBHIRETNE T,

sudo docker-compose -f docker-compose.yml down
#H#EH#HH# /—b

« lwip-include/axch 7« L bJId. contrib/ports/unix/port/include/arch o IwIP 7
1 1/7 I\ U 0):' lf—'f“_a_o

1.6 wolfSentry STM32 LWIP DH Y7 I TAY S L

ZhiE. SOO—RR—=ZD Linux DFIEIEEICILKBUeTE 7TV r—>3>TY, TCP TO—, ICMP
pings. BLUVMACT7 FLRATI IRV YITTEFT, OSICIF FreeRTOS, Ry hT—IXZ v IICIE
LWIP Z{gZ 7= STM32 ZERLTWVWE 3,

COT>FILTOT S LI STM32CubeMX & LT STM32CubelDE TER T2 L S ICERETSINTULE T,

1.6.1 STM32CubeMX Dty +7v 7/

STM32CubeMX TZOY T b Z{ER L T FREERTOS ¥ LWIP ZE#ICTBICIE. N— ROz 7ICIEL T
TETH) iAo a3 V2B T3BELHD £J, ICMP ping 71 LR VT EITSBEERIE. [F— AT
AV]ICBEL. [BER/NSA—R%ERR] ZFIRL T, LWIP_RAWZBMICL £,

J=F 1.5 LWIP TDHCP #E1TL TW3EEId. FREERTOS ® T2 X ¥ * 21— T ldefaultTaskl
ARy YA X =BT e zbEOHLFET, 8KB CRIBELKEMETSIET T,

2. CMSISvV1 ZfEA L. STM32Cube D/N—2 32D LWIP TR FIL v R HR— b Z2EALABWVS
CEBBHLET. ChICLD. REMOHEENRET ML HD T,

162 Z71IOIE—

1. 702 7 bOAX—XIC wolfsentry git checkout Z AE— (F7zld3FHLWoO—> %K) LE T,

2. T README OR%IC$H 3 Src T LI M) D770l 7OY Y D Core/Src T LI MUJIC
ar¥—L %9,

3. 2D README O4iIC$H 3 Inc T« L7 MO T7 70 )LE7OY Y bD Core/Inc T4 L7 MUIC
je_bia—o

1.6.3 STM32CubelDE Dty h7v7

STM32CubelDE T. [FAOY I M > [FAONT1]1%Z 0V v I LEFT, T TH 5 IC/C++ Generaly 0 TPaths
and Symbols] N [V—ZXDIFFRI R TZ 0 ) v I L. [ZAIWA—DEM] =2 v LET, wolfSentry
ZEIL K Fx—IZEMT 3 “wolfsentry” Z3EIRTET 9, BMLIES. [T IILE2—DfFEIZI v Y
L. [BM..1%E2)vyo LT, Z&EEBMLET,

**/unittests.c
** /examples

ChUE BETIEDT TV =23 00— LTELREINBVELSICTBRHTHD. main() THE
ANHEELET,

1.6.3.1 dA—FODZEE
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1.6.3.2 wolfsentry_options.h  Twolfsentry/wolfsentryl T. Twolfsentry_options.h1 7 71 JL%Z{E
BELET,

1

#ifndef WOLFSENTRY_OPTIONS_H
#define WOLFSENTRY_OPTIONS_H

#define FREERTOS

//#define WOLFSENTRY_SINGLETHREADED
#define WOLFSENTRY_LWIP

#define WOLFSENTRY_NO_PROTOCOL_NAMES
#define WOLFSENTRY_NO_POSIX_MEMALIGN
#endif /* WOLFSENTRY_OPTIONS_H */

DU ALy RZFERALTVWSIEEIE. WOLFSENTRY_SINGLETHREADED D OX > hEALEFT, Ch
ICED. EXTADFREICHED T,

1.6.3.3 main.c main() T. KBIZHLCTUTEEML. AXYF JOvo%2EBALTI—RZEET
ZEFrERDITE T,

7 7 AL DB
/* USER CODE BEGIN - >ZJL—F */

#include "echo.h"
#include "ping.h"

StartDefaultTask() T:

/* USER CODE BEGIN 5 */
printf("Sentry init\n");
sentry_init();
printf("Echo init\n");
echo_init();
printf("Ping init\n");
ping_init();

1.6.3.4 sentry.c > hU—HRRIZT 7 MILOEBEICHD £, ping. TCP. BLU MAC 7 KL D&
BZHERTEET, BEICHLT. INSDT7RLR/TL 70 v AEEZRELF T,

1.6.3.5 ethernetif.c DT 7AILADEEIF. MACTRLRX TR ) >VTDHICHETT, MAC
TRLR 74 R)DTHTVWIELKBWVGEIE. CNODOEEXITOMNEIIHD FH A

CDT 7AILIE TLWIP/Target) ICHD FT. I— ROEEELISRZEMLEFT,

/* d—%—2—F BEGIN 0 */
#include "sentry.h"
/* MAC Z7RLR 4RI IIERINS raw AS/NT7y b O—=ILXwD */
static err_t filter_input(struct pbuf *p, struct netif *inp)
{
/* RAO—ROEBICIET—HRy b AvHE—hEENET */
struct eth_hdr *ethhdr = (struct eth_hdr *)p-> XqrO0—1F;
struct eth_addr *ethaddr = &ethhdr->src;

/* Tsrcy IZlE. N7y D SDOZEET/N—RTTT7 7RLIADVEENET */
if (sentry_action_mac(&ethhdr->src) != 0)
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{
/* printf("Sentry & MAC 7 RL X %02X:%02X:%02X :%02X :%02X :%02X ZiEEHE L F
o L7=\n",
ethaddr->addr[@]. ethaddr->addr[1]. ethaddr->addr[2].
ethaddr->addr[3]. ethaddr->addr[4]. ethaddr->addr[5]); */
/* BERMICNTy bz ROV ILEYT */
ERR_ABRT ZRL X9,
}

printf("Sentry (& MAC 77 RL R %02X:%02X:%02X:%02X:%02X:%02X ZZIFANFL
o f=\n",
ethaddr->addr[0]. ethaddr->addr[1]. ethaddr->addr[2].
ethaddr->addr[3]. ethaddr->addr[4]. ethaddr->addr[5]);

/* MAC 74 LR %@BLI-OT. N7y b ZBEORIBISELET
* IwIP AAO—INy T */
return netif_input(p, inp);

}
B ethernetif_init() ZRBDIF T, #if LWIP_ARP O FICUATEEML 9
netif->input = filter_input;

STM32CubeMX ZEALTO—RZBERN T2 . LEEORBOBENEETNZ I CISEFELTLIET
Lo

=&IC. ACTa L2 MJIZHS lwipopts.h ZFIE. USER CODE BEGIN @ £ 3 YRITKR%ENM
LEd,

#include "echo.h"
#define LWIP_HOOK_TCP_INPACKET_PCB sentry_tcp_inpkt

1.63.6 FFZVr—oay0fEl E1T93¢. R—h 11111 TTCPEFHETET I LSICHD. EIISEE
INEHDIFTART printf () ZNLTII—NF T (FAVIINTLRWVES). 71ILRUVTIE
ping ICHbBRAIN. BENTY FMEMAC T RLRIZEDVWT I IILRIVTENE T,

1.7 wolfSentry STM32 LWIP wolfSSL Q%> FIWTOG 5 L

NS FERICEARMAR HTTPS —N—%28ETBTE 7TV —2 3> TIHEDIP H57R— | 8080
THTTPS HEHZZITAND LS ICERET SN TVET, D IP S DERIFTO v I SNE T, wolfSSL I
Tld. T—RDOERZEICKA T« 7 LWIP O—RHMFEBREINE T,

CDBlE. STM32CubelDE TEAT 2 & S ICHRFAINTULE T,

1.7.1 STM32CubeMX Dty +7v 7

STM32CubeMX TFO> ¥ b %Z{ER L T FREERTOS & LWIP ZB®IC T 3I1CIF. N— Rz 7IZIGLCT
TETH) TEHA T a > % B ITIBELHD ET,

J=F: 1. %C LWIP T DHCP £24FL TV 3HA1E. FREERTOS O T2 X X ¥ 21— T ldefaultTask,
28y HAXEEPT L EBBHLET. 8KB THEL < BHIET 5139 TT,

2. CMSISvV1 ZfEA L. STM32Cube D/N—2 32D LWIP TRV FIL v R HR—bZ2EALABEWVC
CEHBHLET. BOBHTIE. REMDOMENRET SAEEL DD X7
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1.7.2 774D IE—

1. 702 7 DX —XIC wolfsentry git checkout Z AE— (F7zl3FHLWo/O—>%ERK) LE T,

2. T README O%iIC$H 3 Src T« L7 M) D770 )LE7OY Y bdD Core/Src T4 L7 MUIC
JdE—LE9,

3. T README DRICH 3 Inc T« LI MO T7 70 )Lx7OP TP D Core/Inc T4 LI MUJIC
dE—LE9,

1.7.3 STM32CubelDEDtY + 7y

STM32CubelDE T. [ZFOY I R > [FAONT11 &2V w I LET, T IH5 IC/C++ Generall 0 TPaths
and Symbols] N [V—XDFFRI R TZ0) v o L. [ZAIILE—D8M =) v o LET, wolfSentry
ZEI R Fx—2IZIEMY S “wolfsentry” ZFRTET X, BIMLES. [T1IILE—DiREI 20 v
L. BM..]1Z20vy o LT, XzEBMLET,

**/funittests.c
** /examples

ChUE. BETRAED 7TV r—23>0—8eLTELRENBVESICTEHHTHD. main() THi
ARELEY,

1.74 d—FOZEE
1.7.4.1 wolfsentry options.h  Twolfsentry/wolfsentry; T. Twolfsentry_options.hy 7 7 IL%Z{E
L FET,

#ifndef WOLFSENTRY_OPTIONS_H
#define WOLFSENTRY_OPTIONS_H

#define FREERTOS

#define WOLFSENTRY_SINGLETHREADED
#define WOLFSENTRY_LWIP

#define WOLFSENTRY_NO_PROTOCOL_NAMES
#define WOLFSENTRY_NO_POSIX_MEMALIGN
#endif /* WOLFSENTRY_OPTIONS_H */

1.7.4.2 main.c main() T. KEIZGCTUTZEML. OX> bk JOvI%2ERALTI—REREY
3B ERDITE T,

7 7LD _ BT

/* USER CODE BEGIN 17 J)L—F */
#include "echo.h"

#include "sentry.h"
StartDefaultTask() T:

/* USER CODE BEGIN Includes */
#include "echo.h"

#include "sentry.h"

In StartDefaultTask():

/* USER CODE BEGIN 5 */
printf("Start!\r\n");
printf("Sentry init\n");
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sentry_init();
printf("Echo init\n");
echo_ssl();

connQueue = xQueueCreate( 10, sizeof( struct thread_data* ) );
echo_init();

/* Infinite loop */
for(;;)

{

BaseType_t qRet = pdFALSE;
struct thread_data tdata;
while (gRet != pdTRUE) {
gRet = xQueueReceive( connQueue, &( tdata ), ( TickType_t ) 10 );

}

char buff[256];

int ret;

int retry = 10;

struct tcp_pcb *pcb = tdata.pcb;
WOLFSSL *ssl1 = tdata.ssl;

fprintf(stderr, "Queue item running\r\n");
do {
if (pcb->state == CLOSE_WAIT) {
fprintf(stderr, "Client immediately hung-up\n");
goto close_wait;
}
ret = wolfSSL_accept(ssl);
if ((wolfSSL_want_read(ssl) || wolfSSL_want_write(ssl))) {

osDelay(500);
retry--,;

} else {
retry = 0,

}
} while (retry);
if (ret !'= WOLFSSL_SUCCESS) {
fprintf(stderr, "wolfSSL_accept ret = %d, error = %d\n",
ret, wolfSSL_get_error(ssl, ret));
goto ssl_shutdown;
} else {
fprintf(stderr, "Handshake done!\n");

}

memset (buff, 0, sizeof(buff));
if (ret == WOLFSSL_SUCCESS) {
retry = 10,
do {
ret = wolfSSL_read(ssl, buff, sizeof(buff));
if ((wolfSSL_want_read(ssl) || wolfSSL_want_write(ssl))) {

osDelay (500);
retry--;

} else {
retry = 0,

}
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} while (retry);

if (ret == -1) {
fprintf(stderr, "ERROR: failed to read\n");
goto ssl_shutdown;

}
else
{
fprintf(stderr, "Sending response\n");
if ((ret = wolfSSL_write(ssl, response, strlen(response))) !=
< strlen(response)) {
fprintf(stderr, "ERROR: failed to write\n");
}
}
}
ss1_shutdown:
retry = 10,

do {
ret = wolfSSL_shutdown(ssl);
if (ret == SSL_SHUTDOWN_NOT_DONE) {
osDelay(500);
retry--;
} else {
break;

}
} while (retry);

close_wait:
fprintf(stderr, "Connection closed\n");
wolfSSL_free(ssl);

}
/* USER CODE END 5 */

1.7.43 sentryc T rU—RBRIZT7AINDEBEICHDET. BEICHLCTTRLR/FLT1v IR
HEHEZHRELE T,

1.7.4.4 ethernetifc D7 71IADEE|IFI. MACTRLR 4R TDI=DICHETT, MAC
TRLZX 74N R2IT%ETVWIELSABEWVEEIX. CNSOZEZITOINEIIHD FtH A

CDT7AIE TLWIP/Targets ICHD ET, I— FOEEELSITRZEMLE T,

/* USER CODE BEGIN 0 */
#include "sentry.h"
/* Raw input packet callback used for MAC address filtering */
static err_t filter_input(struct pbuf *p, struct netif *inp)
{
/* Start of payload will have an Ethernet header */
struct eth_hdr *ethhdr = (struct eth_hdr *)p->payload;
struct eth_addr *ethaddr = &ethhdr->src;

/* "sxc" contains the source hardware address from the packet */
if (sentry_action_mac(&ethhdr->src) !I= 0)

{
/* printf("Sentry rejected MAC address %02X:%02X:%02X:%02X:%02X:%02X\n",
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ethaddr->addr[0], ethaddr->addr[1l], ethaddr->addr[2],
ethaddr->addr[3], ethaddr->addr[4], ethaddr->addr[5]); */

/* Basically drop the packet */
return ERR_ABRT;
}

printf("Sentry accepted MAC address %02X:%02X:%02X:%02X:%02X:%02X\n",
ethaddr->addr[0], ethaddr->addr[1], ethaddr->addr[2],
ethaddr->addr[3], ethaddr->addr[4], ethaddr->addr[5]);

/* We passed the MAC filter, so pass the packet to the regular internal
* 1wIP input callback */

return netif_input(p, inp);

}
B ethernetif_init() ZRDIF T, #if LWIP_ARP O TFICUTZEML F Y,
netif->input = filter_input;

STM32CubeMX ZEALTO—REZBERKT D . LEEORBOHEBENEETND ZCISFELTLIET
Lo

B#%IC. BLT« L2 hJIC$H3 lwipopts.h ZBE. USER CODE BEGIN @ £ 3 >RICK%EEN
L&,

#include "echo.h"
#define LWIP_HOOK_TCP_INPACKET_PCB sentry_tcp_inpkt

1.745 F7Vr—oa3y0fEl T35 HTTP 2514 7> hE{EB L THR— b 8080 T TCP 1k
TEBLSICHEDET, TOVvIINTUVIBBEIZRZALT DU MMIED, UART IR SINE T, £
NUANADIBE. SSLAY RO T4 IHEEL. HTTP REIREINE T,
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