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17 INTRODUCTION

1 Introduction

This manual is written as a technical guide to the wolfSSL embedded SSL/TLS library. It will explain
how to build and get started with wolfSSL, provide an overview of build options, features, portability
enhancements, support, and much more.

You can find the PDF version of this document here.

1.1 Why Choose wolfSSL?

There are many reasons to choose wolfSSL as your embedded SSL solution. Some of the top reasons
include size (typical footprint sizes range from 20-100 kB), support for the newest standards (SSL 3.0,
TLS 1.0, TLS 1.1, TLS 1.2, TLS 1.3, DTLS 1.0, DTLS 1.2, and DTLS 1.3), current and progressive cipher
support (including stream ciphers), multi- platform, royalty free, and an OpenSSL compatibility API
to ease porting into existing applications which have previously used the OpenSSL package. For a
complete feature list, see Features Overview.
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2 Building wolfSSL

wolfSSL was written with portability in mind and should generally be easy to build on most systems. If
you have difficulty building wolfSSL, please don't hesitate to seek support through our support forums
(https://www.wolfssl.com/forums) or contact us directly at support@wolfssl.com.

This chapter explains how to build wolfSSL on Unix and Windows, and provides guidance for building
wolfSSL in a non-standard environment. You will find the “getting started” guide in Chapter 3 and an
SSL tutorial in Chapter 11.

When using the autoconf / automake system to build wolfSSL, wolfSSL uses a single Makefile to build
all parts and examples of the library, which is both simpler and faster than using Makefiles recursively.

2.1 Getting wolfSSL Source Code

The most recent version of wolfSSL can be downloaded from the wolfSSL website as a ZIP file:
https://www.wolfssl.com/download

After downloading the ZIP file, unzip the file using the unzip command. To use native line endings,
enable the -a modifier when using unzip. From the unzip man page, the -a modifier functionality is
described:

[...]1 The -a option causes files identified by zip as text files (those with the ‘t’ label in zipinfo
listings, rather than ‘b") to be automatically extracted as such, converting line endings, end-
of-file characters and the character set itself as necessary. [...]

NOTE: Beginning with the release of wolfSSL 2.0.0rc3, the directory structure of wolfSSL was changed
as well as the standard install location. These changes were made to make it easier for open source
projects to integrate wolfSSL. For more information on header and structure changes, please see Li-
brary Headers and Structure Usage.

2.2 Building on Unix-like Systems

When building wolfSSL on Linux, *BSD, OS X, Solaris, or other *nix-like systems, use the autoconf sys-
tem. To build wolfSSL you only need to run two commands from the wolfSSL root directory, . /con-
figure and make.

The . /configure script sets up the build environment and you can append any number of build
options to ./configure. For a list of available build options, please see Build Options or run the
following command to see a list of possible options to pass to the . /configure script:

./configure --help

Once . /configure has successfully executed, to build wolfSSL, run:

make

To install wolfSSL run:

make install

You may need superuser privileges to install, in which case precede the command with sudo:
sudo make install

To test the build, run the testsuite program from the root wolfSSL directory:
./testsuite/testsuite.test

Alternatively you can use autoconf to run the testsuite as well as the standard wolfSSL API and crypto
tests:
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make test

Further details about expected output of the testsuite program can be found in the Testsuite section. If
you want to build only the wolfSSL library and not the additional items (examples, testsuite, benchmark
app, etc.), you can run the following command fromthe wolfSSL root directory:

make src/libwolfssl.la

2.3 Building on Windows

In addition to the instructions below, you can find instructions and tips for building wolfSSL with Visual
Studio here.

2.3.1 VS 2008

Solutions are included for Visual Studio 2008 in the root directory of the install. For use with Visual Stu-
dio 2010 and later, the existing project files should be able to be converted during the import process.

Note: Ifimporting to a newer version of VS you will be asked: “Do you want to overwrite the project and
its imported property sheets?” You can avoid the following by selecting “No”. Otherwise if you select
“Yes", you will see warnings about EDITANDCONTINUE being ignored due to SAFESEH specification. You
will need to right click on the testsuite, ssISniffer, server, echoserver, echoclient, and client individually
and modify their Properties->Configuration Properties->Linker->Advanced (scroll all the way to the
bottom in Advanced window). Locate “Image Has Safe Exception Handlers” and click the drop down
arrow on the far right. Change this to No (/SAFESEH:NO) for each of the aforementioned. The other
option is to disable EDITANDCONTINUE which, we have found to be useful for debugging purposes
and is therefore not recommended for production software.

2.3.2 VS 2010

You will need to download Service Pack 1 to build wolfSSL solution once it has been updated. If VS
reports a linker error, clean and rebuild the project; the linker error should be taken care of.

2.3.3 VS 2013 (64 bit solution)

You will need to download Service Pack 4 to build wolfSSL solution once it has been updated. If VS
reports a linker error, clean and rebuild the project; the linker error should be taken care of.

To test each build, choose “Build All” from the Visual Studio menu and then run the testsuite pro-
gram. To edit build options in the Visual Studio project, select your desired project (wolfssl, echoclient,
echoserver, etc.) and browse to the “Properties” panel.

Note: After the wolfSSL v3.8.0 release the build preprocessor macros were moved to a centralized
file located at IDE/WIN/usexr_settings.h. This file can also be found in the project. To add fea-
tures such as ECC or ChaCha20/Poly1305, add #defines here such as HAVE_ECC or HAVE_CHACHA /
HAVE_POLY1305.

2.3.4 Cygwin

If building wolfSSL for Windows on a Windows development machine, we recommend using the in-
cluded Visual Studio project files to build wolfSSL. However, if Cygwin is required here is a short guide
on how our team achieved a successful build:

1. Go to https://www.cygwin.com/install.hntml and download setup-x86_64.exe
2. Run setup-x86_64.exe and install however you choose. Click through the installation menus
until you reach the “Select Packages” stage.
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8.
9.
10.
11.

. Click on the “+" icon to expand “All"
. Now go to the “Archive” section and select “unzip” drop down, change “Skip” to 6.0-15 (or some

other version).

. Under “Devel” click “autoconf” drop down and change “Skip” to “10-1" (or some other version)
. Under “Devel” click “automake” drop down and change “Skip” to “10-1" (or some other version)
. Under “Devel” click the “gcc-core” drop down and change “Skip” to 7.4.0-1 (NOTE: wolfSSL has not

tested GCC 9 or 10 and as they are fairly new does not recommend using them until they have
had a bit more time to be fine-tuned for development).

Under “Devel” click the “git” drop down and change “Skip” to 2.29.0-1 (or some other version)
Under “Devel” click “libtool” drop down and change “Skip” to “2.4.6-5" (or some other version)
Under “Devel” click the “make” drop down and change “Skip” to 4.2.1-1 (or some other version)
Click “Next" and proceed through the rest of the installation.

The additional packages list should include:

unzip
autoconf
automake
gcc-core
git

libtool
make

2.3.4.1 PostInstall Open a Cygwin terminal and clone wolfSSL:

git

clone https://github.com/wolfssl/wolfssl.git

cd wolfssl

./au
./co
make
make

24

togen.sh
nfigure

check

Building in a non-standard environment

While not officially supported, we try to help users wishing to build wolfSSL in a non-standard environ-
ment, particularly with embedded and cross-compilation systems. Below are some notes on getting
started with this.

1.

2.

The source and header files need to remain in the same directory structure as they are in the
wolfSSL download package.

Some build systems will want to explicitly know where the wolfSSL header files are located, so you
may need to specify that. They are located in the <wolfssl_root>/wolfss1 directory. Typically,
you can add the <wolfssl_root> directory to your include path to resolve header problems.

. wolfSSL defaults to a little endian system unless the configure process detects big endian.

Since users building in a non-standard environment aren't using the configure process,
BIG_ENDIAN_ORDER will need to be defined if using a big endian system.

. wolfSSL benefits speed-wise from having a 64-bit type available. The configure process deter-

mines if long or long long is 64 bits and if so sets up a define. So if sizeof(long) is 8 bytes on
your system, define SIZEOF_LONG 8. Ifitisn't but sizeof(long long) is 8 bytes, then define
SIZEOF_LONG_LONG 8.

. Try to build the library, and let us know if you run into any problems. If you need help, contact

us at info@wolfssl.com.

. Some defines that can modify the build are listed in the following sub-sections, below. For more

verbose descriptions of many options, please see Build Options.
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2.4.1 Building into Yocto Linux

wolfSSL also includes recipes for building wolfSSL on Yocto Linux and OpenEmbedded. These recipes
are maintained within the meta-wolfSSL layer as a GitHub repository, here: https://github.com/wolfS
SL/meta-wolfssl. Building wolfSSL on Yocto Linux will require Git and bitbake. The following steps list
how to get some wolfSSL products (that recipes exist for) built on Yocto Linux.

1. Cloning wolfSSL meta

This can be done through a git-clone command of the following URL: https://github.com/wolfS
SL/meta-wolfssl

2. Insert the “meta-wolfSSL" layer into the build’s bblayers.conf

Within the BBLAYERS section, add the path to the location where meta-wolfssl was cloned into.
Example:

BBLAYERS ?= "... \
/path/to/meta-wolfssl/ \

3. Build a wolfSSL product recipe

bitbake can be used to build one of the three following wolfSSL product recipes: wolfssl, wolfssh,
and wolfmagtt. Simply pass one of those recipes into the bitbake command (example: bitbake
wolfssl). This allows the user to personally confirm compilation succeeds without issues.

4. Edit local.conf

The final step is to edit the build's local.conf file, which allows desired libraries to be included with
the image being built. Edit the IMAGE_INSTALL_append line to include the name of the desired
recipe(s). An example of this is shown below:

IMAGE_INSTALL_append = "wolfssl wolfssh wolfmgtt"

Once the image has been built, wolfSSL's default location (or related products from recipes) will be the
/usr/1ib/ directory.

Additionally, wolfSSL can be customized when building into Yocto by using the enable and disable op-
tions listed in Build Options. This requires creating a . bbappend file and placing it within the wolfSSL
application/recipe layer. The contents of this file should include a line specifying content to concate-
nate onto the EXTRA_OECONF variable. An example of this is shown below to enable TLS 1.3 support
through the TLS 1.3 enable option:

EXTRA_OECONF += "--enable-tls13"

Further documentation on building into Yocto can be found in the meta-wolfss| README, located here:
https://github.com/wolfSSL/meta-wolfssl/blob/master/README.md

2.4.2 Building with Atollic TrueSTUDIO

Versions of wolfSSL following 3.15.5 include a TrueSTUDIO project file that is used to build wolfSSL
on ARM M4-Cortex devices. The TrueSTUDIO project file simplifies the process of building on STM32
devices, is free to download, and is createed by Atollic - a part of ST Microelectronics. To build the
wolfSSL static library project file in TrueSTUDIO, it will require the user perform the following steps
after opening TrueSTUDIO:

1. Import the project into the workspace (File > Import)
2. Build the project (Project > Build project)
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