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test
% [= include
% i jobs_for_aws . wolfss
» [#= network_manager wolfss) demo
> B ot RISCV
> (= Wkp

16.wolfssl_demo Y—-ZXJ71)LDiENN

ZOBR. B 17 (CRIKRCTPAIVZEDLS(TENMT DN (AE-FBINI>TFDh) BHN3OT, U>7
BRI DL,



w = aws_demos [HardwareDebug)
5 I~
» i Includes
y 8 vendors/renesas/boards/ri 72n-envision-kit/aws_d
2 wolfss|_demo
» == application_code
» (= config_files
v 5= demaos a -
= commaon
5 (= coreHTTP JosrIHA ym-rE AT L OEEEER:
& :Iﬂfe“"cm O T NEIE-O
» = demo_runner
» (= dev_mode_key_provisioning |T® PN
@ device defenderfor_aws S aBAGY7-0T-Y3VERMIR: |PROJECT.LOC v
(= device_shadow_for_aws =
= greengrass_connectivity Sl & FOY IR TES
- = include —
= jobs_for_aws 'L?_f Frotil
- (= network_manager :
» = ota l

17. I71VDU> 77BN

wolfssl_demo JAIACIFESBITROT7A I EEFRICU>OIELTEMTS :

<base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.c

(=Y

2. <base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.h
3. <base>¥wolfssl¥wolfcrypt¥test¥test.c

4. <base>¥wolfssl¥wolfcrypt¥test¥test.h

T4 DBHNTE T3¢ wolfssl_demo JAIAIEE] 18 (TRIFRICRE D,
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w E;ﬂ;:; aws_demos [HardwareDebug]
» 3 47—
» [t Includes
y 2 vendors/renesas/boards/m 72n-envision-kit/aws_d
+ [ wolfssl_ demo
» g4 benchmark.c
s Lt benchmark.h
» Leb key_data.c
v [y key_data.h
> g testc
» Lk testh
> L user_settings.h
» [§y wolfssl_demo.c
b L_ié wolfssl_demo.h
» = application_code
» (= config_files
» I demos
» = freertos_kernel
» (= HardwareDebug
¥ ji= libraries
» = output
» iz vendors
¥ Lr':; trask
0 aws_demos.rcpc
i'_é_é aws_demos.scfg
2 aws_demos HardwareDebug.launch
y 1S wolfss!

18. wolfssl_demo JA)L5

AWS_DEMOS JOZ1I MA>I)—RI7A IV ICZADIENN

aws_demos 70217 bOTO/NT4 T, C/C++ EJLR > &E > Compiler > Y-X > A>9)L—
RIFAIWEIRZRIZTANS ([CATFEEBINT 3.

& ${ProjDirPath}/../../../../../wolfss|

& ${ProjDirPath}/../../../../../wolfss|/IDE/Renesas/e2studio/RX72N/EnvisionKit
/wolfssl_demo

AWS_DEMOS JO>1/ MMJUTOtyY - /00BN

20



aws_demos 0217 bOTO/NTA T, C/C++ EJLR > 5&E >Compiler > Y- > JUJOt
w390 (CATFEENMNT S,

€ WOLFSSL_USER_SETTINGS

AWS_DEMOS JOZ1I7MMUZI9254T35UT74 L DB

aws_demos JO0> 17 b0 JO/FT4T. C/C++ EJLR > HE >Linker > AH > U>9935(0
Y- I (AT ZENMT B,

¢ ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX72N/EnvisionKit
/wolfssl/Debug/wolfssl.lib

7. WOLFSSL FEAXIDEN

wolfSSL_demo (FF7E7TUT—23>0—2L0TTOZ 1T MOBMENTZ. E5ICCOTETTIT—23
SRERITIBILHDEEEITI. SRE (S

<base>¥venders¥renesas¥boards¥rx72n-envision-
kit¥aws_demos¥config_files¥aws_demo_config.h

(CEA-T2U. IRTE

#define CONFIG_CORE_MQTT_DEMO_ENABLED
RO TVBERZIA R7IRL

#define CONFIG_WOLFSSL_DEMO_ENABLED

(CEEIT D,

21



Ry Fosot-12270-5- 2
» [ vendors/renesas/boards/m72n-envision-kit/aws_deme A
v (B wolfssl_demo

> [ benchmark.c

> [ benchmark.h

5 [ key_datac

> [_& key_data.h

> g teste

> [ testh

> [B user_settings.h

3 [ wolfssl_demo.c

> [ wolfssl_demo.h
» (&= application_code

w (& config_files

3 aws_buff I_config.h

> [ aws_demo_config.h

> [% aws_ggd_contig.n

> @ aws_iot_network_config.h

> [B aws_mqtt_config.h

> [g aws_ota_agent_config.h

> [B aws secure sockets config.h
> [ aws_shadow_config.h

> Bk aws_wifi_config.h

> [y core_http_config.h

3 [y core_mgtt_config.h

> [ core_pkes11_config.h

> [ defender_config.h

> @ defender_demo_config.h

5 By FreeRTOSApplicationConfig.h
> [ FreeRTOSConfig.h

Wk

Bofow W W W W W W W

IR R R T i

&S

&
o i

Vo N O W0

(LT B RV Y R VRV R

~ o

@ oo
® 0o

61

#define _AWS_DEMO_CONFIG_H_
#include "FreeRTOSApplicationCenfig.h”

& /* Te run a particular demo you need to define one of these.
* Only one demo can be configured at a time

CONFIG CORE HTTP MUTUAL AUTH DEF
CONFIG_CORE HTTP_53_DOWNLOAD D
CONFIG_CORE_HTTP 53 _DOWNLOAD MULTITHREADED DEMO_ENABLED
CONFIG_CORE HTTP_S3_UPLOAD DEMO ENABLED
CONFIG_CORE_MQTT MUTUAL_AUTH_DEMO_ENASLED
CONFIG_CORE_MQTT_CONNECTION_SHARING_DEMO_
CONFIG_DEVICE SHADOW_DEMO_ENABLED
CONFIG_DEVICE_DEFENDER_DEMO_ENABLED
CONFIG_J0BS_DEMO_EMABLED
CONFIG_GREENGRASS_DISCOVERY DEMO_EMABLED
CONFIG_TCP_ECHO_CLIENT_DEMO_ENABLED
CONFIG_POSIX_DEMO_ENABLED
CONFIG_OTA_UPDATE_DEMO_ENABLED

R R R RN

These defines are used in iot_demo_runner.h for demo selection

/* demo is configured for MQTT =/
S#if ( OTA ==90 )
// #define CONFIG_CORE MQTT_MUTUAL_AUTH_DEMO_ENABLED
#define CONFIG_WOLFSSL_DEMO_ENABLED
dEme 15 contigured Tor OTR
~#elif ( OTA == 1)
#define CONFIG_OTA_UPDATE_DEMO_ENABLED
#endif

/* Default configuration for all demos. Individual demos can override the

#define democonfigDEMO_STACKSIZE
#define democonfigDEMO PRIORITY

19. ¥/00MENM

25(C, <base>¥demos¥include¥iot_demo_runner.h

EA-TIU. RIEITIHED #else DITOERIIC

#elif defined(CONFIG_WOLFSSL_DEMO_ENABLED)
#define DEMO_entryFUNCTION

22
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wolfSSL_demo_task
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=25 7T § - #if defined( democonfigOTA UPDATE TASK_STACK SIZE )
v 15 aws_demos [HardwareDebug] #undef democonfigDEMO_STACKSIZE
i e i : #define democonfigDEMO STACKSIZE democonfigOTA UPDATE_TASK_STACK SIZE
&k #endif - s =
> ! Includes = #if defined( democonfigOTA UPDATE_TASK_TASK_PRIORITY )

#undef democonfigDEMO PRIORITY

» (B vendors/renesas/boards/rc72n-envision-kit/a
#define democonfigDEMO_PRIORITY democonfigOTA_UPDATE_TASK_TASK_PRIORITY

> B wolfss|_demo

» (= application_code .#endif
~ canfig files = felif defined( CONFIG_BLE_GATT_SERVER_DEMO_ENABLED )
- = #define DEMO_entryFUNCTION vGattDemoSvcInit
v (& demos = #if defined( democonfigNETWORK TYPES )
» (& common #undef democonfigNETWORK_TYPES
> = coreHTTP #define democonfigNETWORK_TYPES ( AWSIOT_NETWORK_TYPE_BLE )
> (& coreMQTT _#endif
. = #elif defined( CONFIG_MQTT_BLE_TRANSPORT_DEMO_ENABLED )
> (@ demo_nanne; #define DEMO_entryFUNCTION RUAMQTTBLETransportDemo

- #if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonfigNETWORK_TYPES  ( AWSIOT_NETWORK_TYPE_BLE )

» (= dev_mode _key_provisioning
(= device_defender_for_aws
» (&= device_shadow_for_aws

= . #endif
» (& greengrass_connectivi
i o : : - v = gelif defined( CONFIG SHADOW BLE TRANSPORT DEMO_ENABLED )
el #define DEMO_entryFUNCTION RunShadowBLETransportDemo

& #if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonfigNETWORK_TYPES  ( AWSIOT_NETWORK_TYPE_BLE )

5 [B aws_application_version.h
» DR aws_clientcredential_keys.h
» [e aws_clientcredential.h

» r_& aws_demo.h .ﬂzndif
» IR s = #elif defined( CONFIG_CLI UART_DEMO_ENABLED )
. by 1] i #define DEMO_entryFUNCTION vRunCLIUartDemo
[ aws_ota codesigner_certificate.h = gelif defined( CONFIG_DEVICE DEFENDER_DEMO_ENABLED )
[y iot_config_common.h #define DEMO_entryFUNCTION RunDeviceDefenderDemo

- gelif defined(CONFIG_WOLFSSL_DEMO_EMABLED)
#define DEMO_entryFUNCTION wolfSSL_demo_task

» m iot_demo_runnech
» (= jobs_for_aws
» (& network_manager
& ota
» & tp
» (&= freertos_kemel

= gelse /* if defined( CONFIG_CORE_MQTT_BASIC_TLS_DEMO_ENABLED ) */
/* if no demc was defined there will be no entry point defined and we will not be abl
#error "No demo to run. One demo should be enabled”
#endif /= if defined( CONFIG_CORE_MQTT_BASIC_TLS_DEMO_ENABLED ) =/

» (= HardwareDebug £
» (= libraries I*] BE | B avy-Ib 2 |@ AV-RT59Y- @) AV-F-NIaFh

20. I>MN)-BAEOIEE

COIENNICELST wolfSSL_demo FRAIMEIRENEITINBETEL RO,

TEFPTVT—23>0OFEIT

wolfssl_demo #ZXJ(F 3 DOEHEE— REIF>TULS, TNS(IE wolfssl_demo.h RICTEREICEST
I Z B ENBIRETH D,

& #define CRYPT_TST
€ #define BENCHMARK
& #define TLS_CLIENT

OVINH—2%BRNCTZETHINEZ 2.

WHWEBRRESTERST T URBEILREITS, wolfssl 7O 17 Mese(CEILRU. 2D T aws_demos JO>
MBI RT3,
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FET TV —2a>DORITIFT I\ HEER DN TITH. TERITHDER KL Renesas Debug
Virtual Console THEFRTE3.

CRYPTO-TEST 7%

Renesas Debug Virtual Console ZA—7>ULTHVWTT/\wJ%EITI 3L, CryptTest THHE
TENFERNIFTREIND,

Y - =5 <o 7Lk B wa G

error test passed!
MEMORY  test passed!
base64 test passed!

asn test passed!
RANDOM  test passed!
MDS test passed!
MD4 test passed!
SHA test passed!

SHA-256 test passed!
SHA-512 test passed!
Hash test passed!
HMAC-MDS test passed!
HMAC-SHA test passed!
HMAC-SHA256 test passed!
HMAC-SHAS12 test passed!

GMAC test passed!
Rabbit test passed!
DES test passed!
DES3 test passed!
AES test passed!

AES192 test passed!
AES256 test passed!
AES-GCM test passed!

RSA test passed!
PWDBASED test passed!
ECC test passed!

ECC buffer test passed!
CURVE25519 test passed!
logging test passed!

mutex test passed!

crypto callback test passed!
Test complete

End wolfCrypt Test

21. Crypt-test 7EDH S
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CRYPTO-BENCHMARK T

=

| kS L T A
Start wolfCrypt Benchmark
wolfSSL version 5.1.1
wolfCrypt Benchmark (block bytes 1824, min 1.8 sec each)
RNG 2 MB took 1.885 seconds, 2.889 MB/s
AES-128-CBC-enc 1 MB took 1.8@2 seconds, 1.438 MB/s
AES-128-CBC-dec 1 MB toock 1.916 seconds, 1.393 MB/s
AES-192-CBC-enc 1 MB took 1.804 seconds, 1.313 MB/s
AES-192-CBC-dec 1 MB took 1.81@ seconds, 1.282 MB/s
AES-256-CBC-enc 1 MB took 1.088 seconds, 1.211 MB/s
AES-256-CBC-dec 1 MB took 1.888 seconds, 1.187 MB/s
AES-128-GCM-enc 658 KB took 1.8@7 seconds, 645.738 KB/s
AES-128-GCM-dec 650 KB took 1.8@7 seconds, 645.546 KB/s
AES-192-GCM-enc 625 KB took 1.809 seconds, 619.364 KB/s
AES-192-GCM-dec 625 KB took 1.0689 seconds, 619.180@ KB/s
AES-256-GCM-enc 682 KB took 1.8@7 seconds, 595.888 KB/s
AES-256-GCM-dec 688 KB took 1.887 seconds, 596.887 KB/s
GMAC Default 1 MB took 1.808 seconds, 1.214 MB/s
RABBIT 8 MB took 1.8@3 seconds, 8.253 MB/s
3DES 525 KB toock 1.048 seconds, 5@4.856 KB/s
MD5 24 MB took 1.881 seconds, 24.397 MB/s
SHA 11 MB took 1.088 seconds, 18.984 MB/s
SHA-256 12 MB took 1.882 seconds, 11.651 MB/s
SHA-512 625 KB took 1.889 seconds, 619.364 KB/s
HMAC-MDS 24 MB took 1.6€1 seconds, 24.885 MB/s
HMAC -SHA 11 MB took 1.68@ seconds, 18.791 MB/s
HMAC-SHA256 11 MB took 1.802 seconds, 11.428 MB/s
HMAC-SHAS12 625 KB took 1.826 seconds, 689.459 KB/s
PBKDF2 672 bytes tock 1.888 seconds, 666.482 bytes/s
RSA 28438 public 94 ops tock 1.805 sec, avg 18.691 ms, 93.532 ops/sec
RSA 2848 private 2 ops took 1.322 sec, avg 660.868 ms, 1.513 ops/sec
ECC [ SECP256R1] 256 key gen 6 ops took 1.835 sec, avg 172.467 ms, 5.798 ops/sec
ECDHE [ SECP256R1] 256 agree 6 ops took 1.834 sec, avg 172.300 ms, 5.884 ops/sec
ECDSA [ SECP256R1] 256 sign 6 ops took 1.844 sec, avg 174.080@ ms, 5.747 ops/sec
ECDSA [ SECP256R1] 256 verify 4 ops took 1.338 sec, avg 332.508 ms, 3.8@8 ops/sec
CURVE 25519 key gen 4 ops took 1.817 sec, avg 254.325 ms, 3.932 ops/sec
CURVE 25519 agree 4 ops took 1.815 sec, avg 253.758 ms, 3.941 ops/sec
Benchmark complete
End wolfCrypt Benchmark

22. Crypt-benchmark 7EDH 1

TLS-CLIENT 7%

TLS_CLIENT tLTOTEZITIHZACE. TLS IBEDHEFHERZ[E7IVT -3 ETH
%, WOIfSSL /W —S(CREDRERTERY> IIVTOT S LNARRENTWS. COT0T 34
woIfSSL ZE )L R BZETAREN S, wolfSSL DEJL RIC(E gee i > A M=)LENTUL3 Linux

(MacOS. WSLEE8) TOEJLRE VisualStudio Z2D0HTOEILRABIEETH 2. BUTF TlE WSL
LETOENREFBNTT B,
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(1) ECDSAIEREZERIZHE

TLS_CLIENT fAll(& user_settings.h RI(C USE_ECC_CERT W EZEREN TV, BEIET.
ECDSA SERREZFERA I 2R EL RO TVD, CNICENETH-N-RIOY> I TTI S L2 TFOI>
I4F1L—33>0AT23 %IBELTEIN RIS, "-DNO_RSA" %453 3L mNRVEICTBE,

$ cd <base>/wolfss|

$ .Jautogen.sh

$./configure --enable-ecc --enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA
-DHAVE_ALLCURVES -DHAVE_ECC -DHAVE_AESCCM -DNO_RSA"

$ make

$ ifconfig

(2) RSAIAZEZERAIZSS

Ffc. TLS_CLIENT fIT RSA SERAZEZFE AT 25 EZ1TOHB S (L. user_settings.h AT
USE_ECC_CERT E&ZIXNINTBEN R21TS, WISL T H—N—BIOY> TV TEATO
1T4F 2L —23> AT #IBELTCEIN RS B,

$ cd <base>/wolfssl

$ ./autogen.sh

$./configure --enable-ecc --enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA
-DHAVE_ALLCURVES -DHAVE_ECC -DHAVE_AES_CBC -DHAVE_AESCCM”

$ make

$ ifconfig

make INYROEITTIS-HFEERIR T LS, TLS Y—N-7IUr—>a>bEMENTEDEIT
AIREIRRE(CIROTUVS, TLS H—/\=7IUs—23>OEITORIIC, "ifconfig”INV> ReEITUTEIT
N0 IP v4 7 RLAZEUSU THS COEUSUIZT FL A% wolfSSL_demo.c AD
TLSSERVER_IP YJ0ICERTET %o

—75. R—RMAID IP 7 RL A ZLATF OXIONDEEEZZEE T HETITZA Do
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- ipconfigUSE_DHCP (FreeRTOSIPConfig.h /)
- configIP_ADDRO ~ configIP_ARRE3 (FreeRTOSConfig.h /)

TN\ BENTEITISHEHDVNET —/\—£0 TCP #iik CRIENHDIHS(ICIE, LERsREZEEL
T, 789 IP 7 RLRZAR— RICERE T B EZ#NDD,

TLS B—N\=7JUr—23>OERITIEROINY REATZ 3> TITI. AT 0 “-v4"(F TLS1.3 70
NIV EERIBLZIBTES D, "-V3"ZIEE I DL TLS1.2 JONIIVEERT 3.

$ ./Jexamples/server/server -b -i -v4

LEOY-N=T7TVT—230%#FITEETRRET TLS__CLIENT OFE2ZE(TI 2L TLS BEMNMT
PNTRORBESINMESND. TLS U547 M cipher-suite 22X BNSEEDIRLY - N7 )7
—23(C TLS ##512173,. TLS 734 7> bOEHICEFNTVBEESIE A1 — M3 TSIP HM7R—K~U
TVWBEDN TLS N—23>, ERIBEAZE DIEEDRE ICEU TENS.

T Reness Deg Virual Comsole o] VAR 301 -8

TLS_Client demo
= TLS server address:192.168.1.14 port: 11111
- with TSIP

cipher : ECDHE-RSA-AES128-GCM-5HA256
Received: I hear you fa shizzle!

cipher : ECDHE-RSA-AES128-SHA256
Received: I hear you fa shizzlel

cipher : AES128-SHA
Received: I hear you fa shizzle!

cipher : AES128-5HA256
Received: I hear you fa shizzlel

cipher : AES5256-SHA
Received: I hear you fa shizzle!

cipher : AES256-5HA256
Received: I hear you fa shizzlel

End of TLS_Client demo.

23. TLS-Client TEXRITEFOR— MO

27



I-9-hnAEUZ ROOT CAIREZFAIHEICHERT

AY>STINTOJSATIE TLS_Client EUTENMET BB ER: RoOtCA SERRZELY > TILY—)N—7
TV -3 MERT Y —/\—SERRE. /547> MEBRER LM TOHF ATIRERSFAZE T
Hd. MBS E B X BN TH AT IIBEICIZENSIAEZE21-Y-H 5 THEI 2N EN DD,
ZFNITE,

1. Provisioning Key

2. ROOtCA SEFAZ DIREEDA(CHERR RSA $#RY

3. RootCA FEPAZE 7%= L52D RSA WEHTEMUILES

4. 347> NIERECEZEN TV AR IS U RE

MAE(IRD . TNBDER A Renesas HHRHOY =172 SBBOCE.,

HIPRSEIA

TSIPv1.15 ZH7R— Uz wolfSSL TIFEAT O#EREHIBRNHDFET .

1. TLS I\ RS 1—IH(CH = )N=E3HAUTE AV -2 )y MIEXCTXEY EICERRSNTVET . I3/
SR -2 0)\WIETBILERENE T RSy a8 T (CHIBRENE T,

2. TLS1.2 TI& TSIP Z{FE 21754 7> MR REZ HR— MU TLEE Ao
wolfSSL_CTX_use_certificate_buffer &»3U\(&
wolfSSL_CTX_use_certificate_chain_buffer_format Z#>TI54 7> MEBEE%Z0—-RU.
wolfSSL_CTX_use_PrivateKey_buffer 2> Tz 0— RUTZEW YI NI I 7 TUIBZITVE
ER

3. TLS1.3 T TSIP ZfEo1c751 7> NRAEEE(L ECDSA 73517 MIEBAZEDIZE(CDOHPR—han
F9. RSA SEFAZE DR ERYVINII 7 TONIBERDF T,

4.TLS1.3 T(& TSIP ZffEofc B —/\-ERAHERED S5, CertificateVerify Xytz—>ORREEFYINITT
TOAIBLIRDF T,
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5. TSIP #{#F>TOty>a> BB LU early data [FHR—henFE A

FECHIBRSEIA 1~4 (IRMREABED TSIP [CLoTEN RIAFNTVET,

TR CERRIER (R—K. MCU. TSIP & wolfSSL) ZEAITA MOUZITHS.

RENESAS SITES

» Renesas wiki page for RX72N Envision Kit (https://github.com/renesas/rx72n-
envision-kit/wiki/)

> Renesas RX MCUs (https://www.renesas.com/us/ja/products/microcontrollers-

microprocessors/rx-32-bit-performance-efficiency-mcus/)
» Renesas Trusted Secure IP Driver(TSIP)
(https://www.renesas.com/us/ja/software-tool/trusted-secure-ip-driver/)

WOLFSSL SITES

> wolfSSL Website (http://www.wolfssl.jp/)
» wolfSSL Renesas page (https://www.wolfssl.com/docs/renesas/)

» wolfSSL TSIP support page (https://www.wolfssl.com/docs/wolfssl-renesas-
tsip/)

Pl N PZLA S

&M, info@wolfssl.jp FTHBMVEDELZEWV TIZHINHR—NIDOWVTIE.
support@wolfssl.com ([CBBIWEDHELZE0,
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